After we swept the coins and completed long negotiations with Ztohoven, we created a website
hosted at standarta.club (standarta being the Czech word for the presidential flag) where we
explained the technical vulnerability and most importantly the fact it was us who sweeped the coins
stored on the fragments (the site mentioned our full names). The site also contained information
that we created a new fund address from where we’ll be sending coins to the original owners if they
follow the claim procedure described on the website. Coins unclaimed for 1 year were supposed to
be donated to the Czech chapter of Médecins Sans Frontieres (MSF).

This agreed upon solution was not ultimately accepted by Ztohoven, because it was considered too
complicated for people and they strongly preferred to handle the sensitive matter internally. We
were asked to return the coins directly to Ztohoven, because they had already donated the same
amount to MSF on their behalf. The fact that coins were indeed donated to MSF is also mentioned
in the first paragraph of the Ztohoven project’s website still available as of today (archived version).

We complied with the request of returning the coins to Ztohoven and shutting down the
standarta.club website and considered the case closed.

Appendices

1) screenshot of the standarta.club website just before it was taken down in November 2016

Standarta.club

Na tuto stranku jste dostal/a odkaz, protoze jste se stal/a soucasti projektu Ztohoven s nazvem Decentralizace moci a jste tedy drzitelem
fragmentu standarty. Soucasti fragmentu byl taky privatni klic, na ktery byl zaslan urcéity obnos bitcoint.

Pro vygenerovani klicu byla pouzita metoda tzv. "deterministicke penézenky”, ktera umoznuje zverejnenim tzv. XPUB klice ukazat vztah
mezi vygenerovanymi adresami. To je vétsinou v pofadku a pro projekt Decentralizace moci bylo ukazat vztah mezi penézenkami
Zamerem.

S ¢im ale autofi projektu nepocitali je, ze pro stoprocentni bezpecnost této metody se nesmi dostat z penézenky na vefejnost ani jeden ze
zucastnénych privatnich kli€l. To proto. Ze znalost XPUB klice a jedineho privatniho klice umoznuje utocnikovi dopoditat vsechny ostatni

privatni klice. Podrobnéjsi popis tohoto Utoku v anglictiné zde.

Aby k tomuto utoku nedoslo neznamou osobou, byly vsechny bitcoiny presunuty na adresu 1stndREJZS7h2FSQQP3W vcBigYujtcgad,

odkud budou postupné zasilany puvodnim majitelium na jejich nové vygenerované bitcoinove adresy.

Co tedy udélat, kdyz jste majitelem/kou fragmentu a chcete zaslat presunuté bitcoiny?

Staci zaslat email na standarta@protonmail.ch a dolozit:

oznaceni fragmentu (ve tvaru +AL, -B10 apod.)
o fotografii fragmentu standarty a privatniho klice (na kterem uz nejsou ulozeny zadné bitcoiny)

novou adresu, kam budou zaslany bitcoiny z puvodni adresy

Tato moznost bude k dispozici po dobu jednoho roku. Nevyzvednute bitcoiny budou zaslany 14.11.2017 organizaci Lékafi bez hranic (MSF).

Kdyz jesté nemate vlastni bitcoinovou penézenku a nemate tedy adresu pro prijem bitcoind, doporucujeme instalaci jedne z nasledujicich
moznosti:

Android: Mycelium. Copay, Breadwallet

o i0S: Mycelium, Copay, Breadwallet

Windows / macOS / Linux: Electrum, Copay

-- Marek 'slush’ Palatinus & Pavol 'stick’ Rusnak


https://en.wikipedia.org/wiki/M%C3%A9decins_Sans_Fronti%C3%A8res
https://ztohoven.com/decentralizace-moci/
https://archive.is/cVTlu

image download: https://i.imgur.com/DDIzfgN.png

hash of the image:
cc88811c0a561694f3¢c44073b3af46bd9d7ffbcfd6ee214e382756fb31b04c02

proof of existence of the image on Bitcoin blockchain from November 2016:

https://btc1.trezor.io/tx/b9952d161139330baaa5234f50c22eaccb312ff7a6d8a541df2e4616549751f

e

2) email where we comply with both requests asked by Ztohoven: to return the coins and to
shutdown the standarta.club website

* Enigmail Good signature from Pavol Rusnak <stick@gk2.sk> Details v

© Reply | * ReplyAll |v| ~ Forward | & Archive | @ Junk | T Delete | More v
From stick@gk2.sk ¢

Subject Re: standarta.club ' & | 28/11/2016, 21:51
To wiider@trip.sk*, ztohoven info <info.ztohoven@gmail.com> ¥
On 28/11/16 01:48, Pavol Luptak wrote:

Tymto Vas prosime o vratenie celej tejto sumy na nasu bitcoinovd adresu
1Pds7AD41kVoeHZD9gDCEtY2H2yGZ036Lv a stiahnutie webu http://standarta.club/.

* web zruseny (je tam ted bila stranka)

* bitcoiny poslane:

https://blockchain.info/tx/5366ee09514441533cea68211d3936ec98dfAcablO58986808cA605689d8bas4

Best Regards / S pozdravom,

Pavol Rusnak =stic

3) transaction where we sent all coins from the standarta.club fund address to the address
requested by Ztohoven from email above

https://btc1.trezor.io/tx/5a66ee09514441533cea6821fd3936ec98df0ca61058986808c6605689d8ba
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